] UBND TINH PHU YEN CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc 1ap - Tu do - Hanh phic
S6: 590 /STTTT-CNTT Phi Yén, ngay 06thang 6 nam 2022

Viv trién khai Cong van s6 786/CATTT-
NCSC V¢ 16 hong bao mat CVE-2022-30190

Kinh gtri:
- Ho1 déng nhan dan tinh;
- Céc S¢, ban, nganh;
- Mt tran, cac Hoi, Poan thé;
- Ho1 déng nhan dan cac huyén, thi xa, thanh phé;
- UBND céc huyén, thi xa, thanh phé;
- Céc t6 chure chinh tri - x4 hdi tinh;
- Cac Doanh nghiép nha nudc (cap tinh).

Tiép nhan Cong vian s 786/CATTT-NCSC ngay 01/6/2022 cta Cuc An
toan thdng tin - Bo Théng tin va Truyén théng V/v 16 hong bao mat CVE-2022-
30190 trong Microsoft Support Diagnostic Tool, theo d6 16 bao mat CVE-2022-
30190 trong Microsoft Support Diagnostic Tool (MSDT), anh hudng dén
Microsoft Office phién ban Office 2013/2016/2019/2021 va cac phién ban
Professional Plus. LS hong nay cho phép ddi tuong tan céng thuc thi ma tay y; tir
d6 co quyén xem, thay d6i hoac xda dit liéu,...

Pé dam bao an toan thdng tin cho hé théng thong tin cia cac don vi, S
Thong tin va Truyén théng dé nghi:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c6 kha
nang bi dnh huong. Hién Microsoft chua phat hanh ban va cho 16 héng bao mat
noi trén, vi véy Quy don vi can thuc hién cac budc khic phuc thay thé dé giam
thiéu nguy co tan cong va chd dén khi ban va duoc cdng bé tir hang (tham khdo
thong tin 16 hong va hwréng dan khdac phuc nhw phu luc dinh kém).

2. Tang cuong giam sat va san sang phuong an xu ly khi phat hién co
dau hiéu bi khai thac, tan cong mang; dong thoi thuong xuyén theo doi kénh canh
bao cua céc co quan chirc nang va céac t6 chuc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cong mang.

S¢ Thong tin va Truyén théng Phl Yén thong bao dén Quy co quan, don vi

nghién ctu thuc hién./. Syl

Noi nhan:

- Nhu trén;

- Giam dbc, cac PGD S¢;

- Phong VH&TT cac huyén, tx, tp;
- Trung tm CNTT-TT;

-Luu: VT,CNTT (D). | -

Le Ty Khanh
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~ PHYLUC
Théng tin vé 16 hong bao mat CVE-2022-30190
(Kem theo Cong van so T86/CATTT-NCSC ngay 01/6/2022)

1. Thong tin cac 16 héng biao mat
- Mo ta: Lo hong ton tai trong Microsoft Windows Support Diagnostic
Tool (MSDT) cho phép doi tugng tan cong thyc thi ma tuy y.

- Piém CVSS: 7.8 (Cao)

- Anh huwéng: Windows Server 2008/2012/2016/2019/2022, Windows
7/8.1/10/11.

2. Hwéng din khic phuc

Thoi diém hién tai hang chwa phat hanh ban vé cho 16 hong bao mat nay.
Vi vay, Quy don vi can thuc hién cac bién phéap khic phuc thay thé dé giam thiéu
nguy co tan cong bang cach vo hiéu hoa giao thac URL MSDT. Cy thé nhu sau:

Bwéc 1: Chay Command Prompt vai quyén Admin.
Buwéc 2: Bé sao luu registry key, chay lénh

reg export HKEY CLASSES ROOT\ms-msdt filename
Buwéc 3: Chay Iénh

reg delete HKEY CLASSES ROOT\ms-msdt /f

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-30190

https://msrc-blog.microsoft.com/2022/05/30/guidance-for-cve-2022-30190-
microsoft-support-diagnostic-tool-vulnerability/
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